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Procedure to enrol in Multifactor Authentication

In browser open URL https://id.mybelron.net

Sign in with your domain
username and password.

Ean | | 4
This can either be: BELRON
Firstname.lastname
Or
firstname.lastname@domain )

Signin

If Okta finds two accounts Username
with the same enduser@belron.com «

firstname.lastname then the
domain name is required. [ Remember me

Need help signing in?

Enter your domain password
There is not a separate el | | 4
password for Okta. It is the BELRON

password you use to log onto
your company network.

Sign In

Password

-

\:| Remember me

Need help signing in?



https://id.mybelron.net/
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Provide secondary
authentication.
an | 4
You have the choice of BELRON
secondary verification
(known as Multifactor
Authentication or MFA)

e  Okta Verify app

(preferred)

. SMS Set up multifactor authentication

® Voice call to mobile Your company requires multifactor
authentication to add an additional layer of

security when signing in to your Okta account

Click on “Setup” for Okta 0 Okta Verify
Verify Use a push notification sent to the
mobile app

Setup

@ SMS Authentication -
Enter a single-use code sent to your
mobile phone.

Setup

Voice Call Authentication -
Use a phone to authenticate by

following voice instructions.

Setup

Download the Okta Verify
app from your app store.

e 4

Note: The ‘Okta Mobile’ app
BELRON

is different to ‘Okta Verify’;
choose Okta Verify.

Select your device operating
system click “Next”.

Setup Okta Verify

Select your device type

(® iPhone

() Android

Download Okta Verify from the App
Store onto your mobile device.

Next

Back to factor list
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A QR code will be displayed
to scan from the Okta Verify
app.

a4
BELRON

O

Setup Okta Verify

Open Okta Verify application
on your new device.
1- Click “+”

2- Choose “Organization”

3- Tap on “Scan a QR Code”
to scan the QR code on
screen.

okta Verify

Add Account

Choose Account Type

Choose the type of account you would like
to add

Organization

g Other

Okta Verify

Verify To Continue

If your organization provided a QR code, you
can scan it to continue.

Otherwise, you can sign in with your
organization's Okta account.
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Scan a QR Code

Sign In

Okta Verify is successfully
enrolled.

Okta Verify

Account Added

ser@belron.com

You can now securely sign in to your organization's
apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your device.
You'll need it to sign in.

okta Verify

n Id.mybelron.net

farename.lastname@domain

405 815

If you only have a device and
cannot scan the QR code
then below the QR code click
on “Can’t Scan”

a4
BELRON

Setup Okta Verify
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Enter your mobile number to
send an SMS to your device
with an activation link

pan
BELRON

Setup Okta Verify

Can't scan barcode?

‘ Send activation link via SMS b2

‘ United Kingdom >

Phone number

” |
Back to factor list Scan barcode

-

Click on the link in the SMS to
be taken to an Okta web
page.

Confirm the web page is
allowed to open the Okta
Verify app by clicking on
“Open”

Open this page in "Okta Verify"?

Cancel Open
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Okta Verify opens to a
welcome page.

Click on “Get Started”

Welcome to Okta Verify

Securely sign in to your organization's apps.

_

Okta Verify is set up and you
will see a confirmation
screen.

Click on “Done”

©

Account Added

howard.chapman@avanade.com
You can now securely sign in to your organization's apps.
Return to your organization's instructions to continue.

Important: Keep this app installed on your device. You'll need it to sign in.

405 815
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Setup SMS Authentication

1. Click on SMS pean | |
Authentication “Setup” BELRON

Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of
security when signing in to your Okta account

o Okta Verify
Use a push notification sent to the
mobile app.

Setup

@ SMS Authentication
Enter a single-use code sent to your
mobile phone.

Setup -

@ Voice Call Authentication
Use a phone to authenticate by
following voice instructions.

Setup

an
BELRON

2. Pick your country from

Receive a code via SMS to authenticate
the dropdown and enter

your mobile device United States .
phone number
3. Click on “Send Code” Phone number

button 2 | eesarees

Back to factor list
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4. Enter the code that is

sent to your mobile el 4
device and click “Verify”. BELRON

Receive a code via SMS to authenticate

United States v

Phone number

Enter Code

461

[¥e]

74|

Back to factor list

Setup Voice Call
Authentication

el | | 4
1. Click on Voice Call BELRON

Authentication “Setup”

Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of
security when signing in to your Okta account

e Okta Verify

Use a push notification sent to the
mobile app.

Setup

@ SMS Authentication
Enter a single-use code sent to your
mobile phone

Setup

@ Voice Call Authentication
Use a phone to authenticate by
following voice instructions.

Setup -
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4.

5.

Pick your country from
the dropdown and enter
your mobile device
phone number

Click on “Call” button

Enter the code dictated
from Okta

Click “Verify”.

a4
BELRON

Follow phone call instructions to
authenticate

United States v

Phone number Extension

call ==

Back to factor list

e 4
BELRON

Follow phone call instructions to
authenticate

United States v

Phone number Extension

o 1]}

Enter Code

18333 ]

T -

Back to factor list
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After setting up at least one
form of verification, click
“Finish” to complete the
process.

1w
BELRON

Set up multifactor authentication

You can configure any additional optional
factor or click finish

Enrolled factors

@ SMS Authentication 0

Additional optional factors

0 Okta Verify

Use a push notification sent to the
mobile app.

Setup

@ Woice Call Authentication
Use a phone to authenticate by
following voice instructions

Setup

-

After clicking “Finish” you are
signed into the Okta
dashboard where you will see
the applications assigned to
you.

The dashboard may be blank
if you have enrolled ahead of
applications being assigned
to you.

For further information on
using Okta please see <link>

- -
BELRON *

My Apps et

My Apps.

" -
finaptan BELRON

i Usar

11



https://support.okta.com/help/s/article/Intro-to-Okta-for-Users?language=en_US
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